Internet of Things (IoT) is a novel paradigm, which not only facilitates a large number of devices to be ubiquitously connected over the Internet but also provides a mechanism to remotely control these devices. The IoT is pervasive and is almost an integral part of our daily life. As devices are becoming increasingly connected, privacy and security issues become more and more critical and these need to be addressed on an urgent basis. IoT implementations and devices are eminently prone to threats that could compromise the security and privacy of the consumers, which, in turn, could influence its practical deployment. In recent past, some research has been carried out to secure IoT devices with an intention to alleviate the security concerns of users. The purpose of this paper is to highlight the security and privacy issues in IoT systems. To this effect, the paper examines the security issues at each layer in the IoT protocol stack, identifies the underlying challenges and key security requirements and provides a brief overview of existing security solutions to safeguard the IoT from the layered context.
INTRODUCTION
The Internet of Things (IoT) has been a noteworthy research topic for more than a decade and was first mentioned by Kevin Ashton in 1998 in a presentation where he used the term to link the idea of RFID to the Internet 1 . The general definition for the IoT includes heterogeneous devices and the interconnection of these uniquely identifiable objects. The IoT can be defined as a network of internet-connected physical devices that gather data using embedded sensors and are able to communicate with each other. This would enable any device to communicate with any other device thereby creating a smart ecosystem. It is a noteworthy technological revolution that has refreshed the present Internet foundation to an idea of substantially more propelled computing system in which the physical objects will be pervasively connected and could be addressed uniquely 2 .
IoT is a collection of heterogeneous technologies that function together. IoT devices are equipped with various components such as actuators, embedded sensors, processors, RFID and transceivers for acuity, concurrence and connection. The core purpose of the IoT is to enable heterogeneous devices connect to the Internet and exchange information in a reliable manner 3 . The security of network and protection of data should meet essential standards and basic principles of integrity, authentication, availability, authorization and confidentiality of user's information 4 . Human life has been enriched with the availability of smart and intelligent IoT devices in hospitals, homes, transportation systems and aged care facilities, etc. 5, 6, 7, 8, 9 . IoT unquestionably has a huge potential for adaptability and guarantees an extraordinary future. However, it is inherently prone to threats that can compromise the security and privacy of the users, which could in turn influence its practical development 10, 11, 12, 13, 14, 15, 16 .
Eventually confidentiality, integrity and availability of the data will be diminished and as a result clients will be hesitant to accept this technology 17 .
The large number of devices which are being connected to the Internet is rapidly proliferating and this may eventually lead to an all pervasive IoT enabled global Internet architecture. A study by Gartner estimates around 25 billion uniquely addressable objects are likely to be connected to this 19 with a decent number of these being appliances, therefore there will be an expansive open door for hackers to utilize these gadgets to their own advantage through malicious emails, "denial of service" attacks and by other malicious means such as unsafe worms or
Trojans. Therefore, security concerns are noteworthy part that has to be well studied before developing more advanced Internet of Things (IoT) systems.
Our survey paper reviews and analyses the security and privacy issues in IoT. The rest of the paper is as follows: Section 2 contains the background and related work in IoT. In section 3, we describe the general protocol architecture of the IoT. In section 4, we examine the security issues at each layer of the IoT protocol stack and identify corresponding threats and attacks that can manifest at each layer. In section 5, we address the major challenges in securing IoT and discuss the security services requirements in IoT. In section 6, we provide an overview of existing approaches to securing the IoT. We discuss some of the research directions in section 7. Finally, in section 8 we provide some concluding remarks.
BACKGROUND AND RELATED WORK
The term Internet of Things (IoT) was first introduced by Kevin Ashton of MITâȂŹs Auto-ID lab in 1998 1 . IoT is believed to be the most influential technology of the generation after Internet. The number of interconnected physical devices is significantly increasing and it has already surpassed the human population in 2010. There has been significant work in the development of IoT-enabled devices in the recent time. The advances in the technologies in terms of resources constrained and energy-efficient devices have extended the outreach of internet even to the remote locations also. The number of interconnected physical devices have exceeded all expectations.
FIGURE 2 Evolution of the Internet of Things
In 1996, the Internet Engineering Task Force (IETF) defined IPv6 addressing and the advancement in this area has propelled the evolution of the part in the advancement of the IoT since it is the direct medium of gathering information from individuals.
FIGURE 3 Background of the Internet of Things
These devices have lower power requirements however they are constrained due to their low memory capacity and processing capabilities. With regard to wireless networking, 6LoWPAN was introduced which is essential for low power networking environments 20 . The 6LoWPAN has evolved as an essential part of the IoT system at this point. There are numerous architecture proposed for IoT by different researchers and most of them focus on middleware layer and network layer that deal with the necessities of IoT. The basic architecture proposed for IoT are as shown in fig. 2 namely, perception layer, network layer, middleware layer and application layer 24 . These layers are responsible for information exchange in the network and provide application specified service to the user. The perception layer is responsible for sensing and collection of data through sensor nodes and other hardware. The network layer enables connectivity with other smart devices and the internet. It is used to transmit and process sensor data. The middleware layer is proposed to be between the network layer and the application layer. This layer is responsible for making intelligent decisions based on the processed results. It provides efficient delivery of services assuring scalability and interoperability. Application layer supports business services and is responsible for analysing the received information and making intelligent decisions to meet the requirements of the users, such as when to perform what things 22 .
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The application layer comprises of different applications for the business needs for example, Constrained Application Protocol (CoAP) which is a replacement for the HTTP for resource-constrained devices 25 .
FIGURE 4 General IoT Architecture
SECURITY ISSUES IN LAYERED IOT ARCHITECTURE
There have been numerous research and achievements in the context of IoT but there are still some challenges that need to be addressed in securing the IoT. Thus, the IoT systems are compromised with the security and privacy issues and are vulnerable to many attacks. In this section, we examine the security issues at each layer of the IoT protocol stack and identify corresponding threats and attacks that can manifest at each layer. Some of the security issues/attacks in the layered IoT architecture are classified in the table 1. 
Perception Layer
The perception layer comprises of every single physical objects of the IoT that are in charge of information collection and exchange e.g., sensors, meters, Zigbee, RFID frameworks, QR code and GPS systems 22 . The security threats are at the node level in the perception layer. Most of the security issues arise from the external entities such as embedded sensors, actuators etc. in the perception layer 26 . Since the nodes are comprised of embedded sensors, actuators, transceivers etc., they become the prime targets of the attackers who aim to exploit them and try to substitute their own codes with the device software. Generally IoT devices lack battery power and memory capacity so they are simple, less powerful and light weight and are likely to run out of power or affected by other external environment factors which could harm the functionality of these devices, making it vulnerable to security attacks. Denial of service attack, fake node or malicious data, jamming, tampering, node capture etc. are most common attacks that occur in physical layer 5 .
Middleware Layer
The middleware layer is an advanced layer above the network layer which does the mass data processing and make intelligent decisions. It utilizes the advancements of technologies like cloud computing, big data processing and database. The layer has characteristics of processing massive amount of data hence it become difficult sometimes to manage huge data. The layer is capable of filtering valid and malicious data. However, to recognize valid data and filter out malicious information is a major issue in this layer 27 . The problem of handling suspicious information is another issue in this layer. The attacker can replace the data with the malicious information and can obtain lists of valid data and network informations. It can transmit the invalid or malicious information to the network that can lead to the failure or completely shut down of the network. Multi-party authentication for the resource constrained devices and securely data storing in the cloud are some of the prime concerns in this layer.
Network Layer
Since the network layer carries a large amount of data it is highly susceptible to attacks which can lead to âȂIJnetwork congestionâȂİ 28 . The core security issues in this layer are related to authentication and integrity of the data that are being transmitted in the network. Despite the relatively better security protection in the network layer, it is still vulnerable to counterfeit attack and Man-in-the-Middle attack 27 . The most common attacks that occur in the network layer are as follows:
Replay attacks
In replay attacks, an intruder copies a fragment or key of the messages that are being exchanged between the two parties and steals the information.
The authenticated information is then re-transmitted maliciously to the receiver for an evil purpose, such as duplicate transactions 29 . The authenticated message is sent again and again and the receiver processes the request believing it as a legitimate messages that meets the desire of the intruder.
Denial of Service (DoS) attacks
Denial of Service (DoS) is a kind of attack in which the legitimate user is prevented from accessing the emails, websites, data or network services. It is a situation in which the attackers attempt to flood the network with unwanted traffic, malicious codes and actions that weakens the networkâȂŹs potential to provide the programmed service 30 .
Man-in-the-Middle Attacks
In man-in-the-middle attack, an intruder intervenes in a communication between two parties, either to eavesdrop or to impersonate both parties and gains access to information of the communicating parties. The motive of the attack is to steal personal information, alter the message or data that are believed to be received from the trusted parties 31 . For instance, the recorded temperature by a sensor in IoT can be altered intentionally by the attacker to overheat the device, which lead to the failure of the working device.
Malicious Code Injection
In malicious code injection, an attacker captures a working node and injects it with malicious-codes to gain access and control of the network.
Sometimes it could also lead to the shutdown of the network 32 .
Distributed Denial of Service (DDoS)
A DDoS attack is a DoS attack in which a node is targeted by multiple compromised node by flooding the network with useless messages and malicious codes causing the unavailability of the service for the targeted users. The targeted networks are forced to slow down and often shut down leading to denial of service to the legitimate users.
Application Layer
The application layer includes smart devices that provide personalized services to the users. These devices are usually simple, low power and lightweight that are vulnerable to the attacks. Malicious attacks can replace the program codes with the bugs that may provoke the application to malfunction. Hence, the applications may compromised, shut down and fail to deliver what is programmed to do and also carry out authenticated services in inappropriate way. Application layer is responsible for data sharing, which can cause the problem of access control, privacy of data and leakage of information 27 . Software vulnerabilities, spear-phishing attack, malicious code attacks, inability to receive security patches, hacking into the smart meter/grid are some of the common threats in the application layer 28 .
CHALLENGES AND SECURITY REQUIREMENTS FOR IOT
Challenges in securing IoT
Every new technology probably has some drawbacks and suffers from many challenges before and after they are deployed. Likewise, the Internet of Things also has some major challenges which make the user hesitant to accept this technology. Some of the challenges of IoT are discussed below:
Bandwidth and Power Consumption
Generally IoT devices are designed to be lightweight, less powerful, less memory and small in size and they are not equipped with a large battery.
IoT contains many interconnected devices and sensors to execute the programmed functionality with substantial security directions which may consume high bandwidth and drain out the devices. IoT systems should be well prepared with a concrete mechanism when thereâȂŹs any such unavailability of internet bandwidth. Therefore, the minimization of bandwidth and power consumption remains a major challenges in the IoT.
Complexity
The Internet of Things consist of a network of internet-connected physical devices that have their own hardware/software layers and different system architectures for different purposes. All of these interconnected devices that are equipped with different sensors, actuators, protocols and standards accumulate together to execute the programmed function. Hence, it becomes more complex and hard to deal with this heterogeneous architecture in IoT systems 33 .
Sensing
Internet of Things (IoT) consist of several internet-connected physical devices. IoT systems should be able to detect any loss of connectivity among the devices. The IoT system should be equipped with concrete sensing mechanism that could give the information about these devices e.g., if there are any device failure inside the network or if the device has lost connectivity with the network 33 . Monitoring of these several smart devices continuously and getting back them to the network again for connectivity after it had suffered from device failure or connectivity problems are also challenges for the Internet of Things.
Lightweight Computing
Since IoT devices normally have less memory capacity, traditional cryptographic-algorithms cannot be applied to the IoT system. Advanced cryptographic algorithms have high computing, storing and processing requirements which cannot be supported by IoT devices as they are resource
constrained. Therefore, to find a way to implement required security mechanisms with low cost and minimum overhead is necessary for Internet of Things.
Security requirements for IoT
Security and privacy issues are the biggest concern for the IoT therefore, a detailed and accurate comprehension of security requirements in the aspect of IoT is crucial. Zhao et al. 5 proposed some security requirements for secure IoT data transmission, which comprise: authentication and access control, appropriate secret key algorithms, physical security design, key management, secure routing protocols and intrusion detection technology. Weber et al. 34 have likewise proposed security requirements for secure IoT that include: access control, client Privacy, data authentication and attack resiliency. Vasilomanolakis et al. 35 proposed security requirements that are categorized as: identity management, network security, resilience, privacy and trust. Earlier technologies like big data and cloud computing are probable to impart security services to the Internet of Things but the anomaly of the IoT acquaints additional problems to security which are not quite as same as the earlier technologies. Big data solutions for example are intended to scale and manage heterogeneity of information sources. The solution was not designed to manage constrained resources and uncontrolled environment 35 . Similarly, Cloud computing are designed to scale and meet the requirements of the constrained resources and barely deals with the physical accessibility of sensors and mobility of devices 35 . Some of the desired security service that are necessary for safeguarding the Internet of Things are discussed below:
Confidentiality
The confidentiality is a type of security services that prevent the unauthorized users from gaining access of the confidential data and information.
It guarantees that the private information will not be diverted to the intruder and can only be gained by legitimate users. Different mechanisms and protocols have been proposed in the context of Internet of things to provide confidential service to the sensitive IoT data. Data Encryption, authentication and authorization process are some good practices to ensure confidentiality 36 .
Availability
The aim of the security services is to ensure the availability of data and services to the user, whenever required. Data availability is a security service that enables the user to access the information in the ordinary conditions as well as in the lamentable conditions. One of the serious threat to the data availability is DoS attack, which causes deny of service and make the data unavailable for the user 37 .
Integrity
The integrity of the data is one of the important security services in IoT systems because the interconnected devices exchange sensitive information that could be altered or replaced by the attackers. The data integrity service ensures that the information which is being exchanged between the devices are originals and are not fabricated or modified by the hackers. There are different entities that can affect the originality of the data such as crashing of the server, failure of the sensor nodes etc. The data can also be modified by the intruders when it is being transmitted in the network.
Read and write protection of data could be the solutions for such issues. Checksum and Cyclic Redundancy Check (CRC) are some basic error detection techniques for a segment of data to check the originality and accuracy of the data 3 .
SECURITY SOLUTIONS FOR IOT
Usually IoT devices communicate among themselves with negligible human interaction therefore mutual authentication is a critical aspect of the paradigm. The IoT devices are certainly designed for everyday usage and are generally used for gathering, storing and analyzing personal data.
Therefore, the devices should have the feature of being able to be controlled remotely and to support regular and automatic updates as well.
Authentication and access control schemes should be applied in perception layer to prevent illegal node access and to identify network nodes 25 .
Data encryption and confidentiality schemes are extremely necessary to protect the collected data from modification and to prevent from malicious code injection. However, adding a strong data encryption and key management scheme would result in consuming resources of the IoT devices considerably. So, lightweight cryptographic algorithms and protocols are necessary to mitigate this problem. Intrusion detection systems can be implemented to detect any malicious behaviours in the network 32 . Several methods have been proposed in the past for securing the IoT devices and networks. We have concisely compared and analyzed the existing security solutions proposed in the recent literature which are discussed in the 38 proposed an algorithm to identify the compromised sensors in the wireless sensor networks. The author proposed the detection algorithm in which the sensors can identify their status in the distributed environment as âȂIJgoodâȂİ or âȂIJfaultyâȂİ. The status claimed by these sensors can be verified as accepted or rejected by the neighbouring nodes as they are capable of analysing the node behaviour. The experiment results showed that the proposed system has maximum accuracy and minimum false rate in detecting the faulty sensors in the WSNs. Also, the complexity of the algorithm is low. Li et al. 39 has pointed out the security issues in the perception layer and also some solutions to the issues are deliberated. The author has proposed an improvement on the PKI-like security mechanism protocol for the threats involving the node security in
IoT systems. Aggarwal et al. 40 proposed an improved protocol for Radio Frequency Identification (RFID) security. The perception layers comprises of RFID tags in IoT system for gathering data and data communication between the connected devices. The author proposed an improved protocol that is computationally efficient and also prevent disclosure and desynchronization attacks.
Salami et al. 41 discussed confidentiality service, key management and efficiency of computation and communication issues by introducing a lightweight encryption scheme for smart homes. The scheme is effective for resource constrained devices and has flexible public key management.
The result shows that the scheme is more efficient in the encryption operations and has reduced communication and computation overhead. Public key algorithm has high scalability and are considered favourable for node authentication without the need of complicated key management protocols 36 . Porambage et al. 42 proposed PAuthKey which is a pervasive lightweight authentication and key establishment scheme in distributed IoT application for the resource constrained wireless sensor networks (WSNs). PAuthKey scheme allows the end-users to establish secure connection, gain access to data and services and authenticate themselves directly with the sensor nodes. The security analysis and experimental results showed that the scheme is effective for the resource constrained WSN.
The authors 38 39 have proposed solutions for the threats involving node security in the perception layer. The author 38 have proposed an algorithm to detect the faulty and compromised nodes while the author in 39 have proposed an improvement on the PKI-Like security meachanism.
The author 41 proposed an improved protocol for the RFID security that is embedded in the IoT devices. The author 41 have proposed encryption and key management schemes to provide security solutions in the perception layer. The encryption mechanism is fast, efficient, reduced communication and computation overhead. The authors 40 41 have provided security solutions for resource-constrained device by proposing lightweight encryption techniques along with flexible public key management in 40 and lightweight authentication and key establishment schemes in 41 .
Security solutions in the Network Layer
Network layer is responsible for transmitting and processing the sensors data. Since it carries a large amount of data, it is highly prone to security attacks such as DoS, Man in the middle, DDoS attacks etc. Raza et al. 43 proposed a mechanism that supports End to End secure communication between the Internet and IP sensor networks. The proposed work features IPsecâȂŹs Authentication Header (AH) and Encapsulation Security Payload (ESP) that enables the endpoints to authenticate, encrypt and check the integrity of the messages using traditional IPv6 mechanisms. Zhang et al. 44 proposed a lightweight algorithm to prevent against DDoS attacks over IoT network environment. The author has tested the algorithm against different groups of network nodes such as working node, attacker node, monitoring node and legitimate user node. The author also describes that thereâȂŹs only one chance for an attackerâȂŹs request to be served after that the packets will be dropped and the request is sent to the attacking list in the second attempt. The results showed that the proposed algorithm is capable of preventing and detecting Distributed Denial of Service attacks compared to the other existing systems.
Salman et al. 45 discussed authentication techniques as one of the feature that would mitigate the security issues in IoT. They proposed identitybased authentication scheme to address the heterogeneity in IoT and to integrate the different protocols in IoT by applying the concept of Software Defined Networking (SDN) on IoT devices. The effectiveness of this scheme was tested using AVISPA tool and the evaluation showed that the scheme is immune to masquerade attack, man-in-the-middle attack, and replay attack. Santos et al. 46 introduced a mutual authentication architecture that allows resource constrained devices to use Datagram Transport Layer Security (DTLS) for secure communication between the internet 47 investigated the assumption of using certificates and lightweight security solutions for peer authentication in the IoT. The author also analysed the preliminary overhead reduction and discuss their applicability for the certificate-based DTLS handshake.
The author designed three main ideas to reduce the overheads of the DTLS handshake which are based on session resumption, pre-validation and handshake delegation.
The authors 44 46 have proposed different solutions against DoS, replay, man-in-the-middle and other attacks in the network layer. The author 44 has tested the algorithm in different group of working nodes and are capable of detecting and preventing Distributed Denial of Service (DDoS) attacks whereas the author 46 make use of mutual authentication architecture that allows resource constrained devices to use Datagram Transport Layer Security (DTLS) to prevent DoS attacks. The authors 44 46 make use of DTLS to provide authentication service in the network layer. The author in 45 introduced two new main mechanisms i.e. Optional Handshaking Delegation and the Transfer of Session that prevents DoS attacks whereas the author 47 designed three main ideas to reduce the overheads of the DTLS handshake which are based on session resumption, pre-validation and handshake delegation.
Security solutions in the Middleware Layer
The middleware layer is responsible for information retrieval and processing and make decisions based on these processed results. Multi-party authentication, securely data storing in the cloud are some of the prime concerns in this layer. Tsai et al. 48 discussed the access control and authentication security concerns and proposed a user authentication technique over multiple servers. The communication and computational time between the multiple cloud service providers and traditional trusted third party service is reduced in the proposed scheme. The proposed scheme enables multiple cloud services from multiple service providers using one key and shows the scheme is efficient and secure. Shafagh et al. 49 introduced an Encrypted Query Processing approach that enable the system to store IoT data securely on the cloud database and allow query processing over the encrypted data. They make use of lightweight cryptographic algorithms for the resource constrained devices and the results showed that the system is efficient in database query processing and effective on low power and resource constrained devices. Horrow et al. 50 proposed an identity management framework to authenticate data that are being transmitted between the cloud and the smart devices by placing an Identity Manager and Service Manager on the devices. 
Security solutions in the Application Layer
The application layer includes smart devices that provide application specified services to the users. Each of these devices are usually simple, light weight and resource-constrained that are vulnerable to the attacks. Seitz et al. 51 discussed access control and authorization in interconnected devices and proposed a framework that supports flexible access control and authorization for devices with low memory and processing power.
The proposed framework provides remarkable flexibility for the access control models and minimize the communication cost when processing the exchanged message between the constrained and less constrained servers. Cirani et al. 52 proposed IoT-OAS architecture to provide an authorization framework targeting HTTP/CoAP services, which can be integrated by invoking an external oauth-based authorization service (OAS). The proposed architecture is flexible and easy to integrate with external services and has the benefits in terms of low processing load, scalability and remote access customization.
Park et al. 53 proposed an inter-device authentication techniques and session-key distribution framework for secure communication between the devices. The proposed technique is capable of estimating the session key in prior that prevented attacks such as man-in-the-middle and replay attacks. Neisse et al 54 proposed a security policy to address the privacy and security challenges for the communication between the devices.
The proposed policy provided optimal communication between the IoT devices. Tao et al. 55 proposed a mechanism for privacy protection that is preference-based for the IoT. Data and information privacy is one of the major concern in the application layer. The proposed mechanism introduces a trusted third party that evaluate the privacy preference of the users. The evaluated results and feedback are then sent to the service provider of the Internet of Things (SP). SP ensure desirable level of user privacy according to their preference and the third party provide supervision to the SP.
The authors 51 52 53 have proposed different frameworks as security solutions in the application layer. The author 51 52 have proposed access control models while in 52 authorization framework targeting HTTP/CoAP services is proposed. The security of the network cannot alone guarantee the security attack in the IoT so the devices should also be manufactured with built-in security and patches. The security of IoT Systems can be further enhanced by applying Machine Learning / Artificial Intelligence Techniques and jamming techniques (Jamming the signal of the malicious nodes). 
FUTURE RESEARCH AREA
The development in the IoT systems will continue to evolve with more security and privacy challenges and to tackle these problems will always be the primary focus of the research in the advance IoT sytems. It can be seen from table 2 that most of the security solutions for IoT are focused on authentication and authorization techniques. The security concern should not focus only on particular area or IoT layer but for the entire system.
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The proposed authentication and authorization techniques in the recent literature are still compromised for the resource constrained devices.
There are more research to be done on the implementation of authentication techniques for resource constrained IoT devices that would be light- 58 have proposed a novel malware detection system called MADAM for android devices that are designed to detect any malicious behaviours. The system simultaneously analyses and block any malicious behaviours at four levels: kernel, suer, application and package. The author tested MADAM on three large datasets of 2800 apps and the proposed system efficiently blocks nearly 96% of malicious apps with minimal power usage.
Overall, from our study we found security gaps in IoT architecture, lightweight security solutions and managing huge heterogeneous data.
Security requirements for IoT are application specific. However, we can design a standard framework that can be customizable according to the application requirements. We can apply some ideas of software engineering in which we can summarize the similarities of these IoT applications and design a common framework that can provide the necessary security solutions to these applications.
Lightweight security solutions will always be the future research direction due to resource constrained nature of IoT. Therefore, lightweight security concerns are noteworthy part that has to be well addressed before deploying advanced Internet of Things (IoT) systems. The security solutions such as key management, authentication, authorization, access control etc. should be energy aware and lightweight. The application computation and security requirements can be divided in different levels. Furthermore, we can add some default solutions to each levels so that it can satisfy the particular necessities of the levels. In this way the algorithm proposed in these levels can be modified to benefit the IoT system. Sometimes, remote authentication server might be required when there's unavailability of data because of the natural disaster and other factors. This has been a serious concern in the IoT system. Huang et al. 59 proposed two solutions to authenticate users from the remote locations. The first solution is a multi-factor authentication scheme that authenticates users by using passwords, biometrics and smart-cards. The other solution is a stand-alone authentication protocol which supports the authentication of the users even if the remote server is down. The proposed techniques have shown are efficient and reduced communication overhead compared to other solutions.Similarly, IoT devices used in smart homes are vulnerable to many attacks. The devices are preloaded with secret keys which the users usually do not update while installing at homes. Therefore, it become easy for the attackers to hijack the wireless communications. The users might not be aware of this situation hence suffers from privacy issues. To address these problems Zhang et. al 60 have proposed a matrix based cross-layer key establishment protocol. The protocol enables smart home appliances to establish a secret session key among themselves without the use of preloaded secret keys. The protocol is promising in achieving secret session key with minimal energy consumption and without the need of pre-shared keys. Similarly some efficient authentication protocols 61, 62, 63 and abusefree contract signing protocol with low-storage cost 64 are proposed for various applications of IoT. Eventually, we may be ready to give a general unique IoT security system.
IoT system produces huge amount of heterogeneous data each second. The efficient approach to manage these huge data produced by IoT systems is also focus of our research in future. We can apply technologies such as big data, cloud and fog computing for the massive information exchange in the network. The technologies are efficient in managing heterogeneous huge data securely and efficiently. Fog computing is a novel paradigm that work closely to the edge of the network. The concept of fog computing is quite similar to the cloud computing that provides services such as data storage, massive data computing, application services etc. It has really re-defined the concept of cloud computing. Stojmenovic et al. 65 have discussed the authentication and authorization techniques that can be implemented in Fog computing. A recent work of 10 explains what could be the security issues in the fog computing communications and lists some possible research directions to address these issues. A security scenario of fragile connection between the cloud and fog computing is also addressed by the author with an example of authentication techniques.
Therefore, it would be a good idea to apply big data, cloud and fog computing solutions on IoT systems to get comprehensive security solutions for the applications.
Another interest research direction to look at is to combine formal methods with machine learning to detect possible security vulenrabilies in different layers of IoT applications. Formal method is able to provide a rigorous mathematical and logical guarantees for the safety and security properties of a given IoT application 66, 67, 68 . Though there are many restrictions in the approach (e.g., state space explosion, high cost of maintenance, and require non-trivial learning curve) ? , recent work in the formal methods have improved to a practical level to address security issues both at development and runtime 69, 70, 71, 72, 73, 74 . Also machine learning has been increasingly used by both professionals and academics for various aspects in IoT 75, 6 and they can be used in combination with formal methods to provide rigorous yet scalable security guarantee for mission-critical
IoT applications.
CONCLUSION
The capacity and intelligence of IoT devices is wide open, like their exploitation.There is lack of standardization in the IoT market therefore every single connection could make the network vulnerable. A standard architecture design for IoT is still an open issue. In this survey, we have higlighted the security and privacy issues in IoT systems. We have also reviewed the general architecture of IoT and examined the security issues at each layer in the IoT protocol stack i.e. perception layer, network layer and application layer. The paper also addressed the major challenges in securing IoT and discussed the security services requirements in IoT. Also, we have concisely presented an overview of existing approaches for securing the IoT systems. There's no consensus on the mechanism to implement security on resource constrained IoT devices. The traditional network protocols and security mechanisms in IoT need to be upgraded to meet the security requirements of this technology. Therefore, security and privacy concerns are noteworthy part that has to be well studied before developing more advanced Internet of Things (IoT) systems.
